
SOCIAL MEDIA & MESSAGING.

I am safe on 

twitter
I am safe on 

INstagram

I am Safe on 

Facebook

D I G I TA L  R E S I L I E N C E  C E N T R E

Hi, I AM TAtua Support, Today we will learn about CYBER HYGIENE FOR

2022

STICK !
Stop Think Check 

whenever you go online 

or do things online to 

keep yourself and your 

information safe.
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Before you Post, 
Share or Like anything 

on Social media,

STICK
Stop, Think & Check

yes, I’ve seen 

it in whatsapp 

groups

Jaymo, remember that video full of 

fake hate speech that was going 

around last elections and incited 

people to cause chaos in our area, it 

has popped up again.

I try and caution everyone who 

forwards it to not forward it to 

others as forwarding fake news full of 

hate speech that can incite others to 

cause chaos is dangerous and also a 

crime under the law if they are found to 

have forwarded it.
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I am able to market my farm 

products on social media 

without the expense of 

opening a physical shop & 

reach a wide market easily 

and affordably.

I am able to post my new songs 

and short skits on social media 

and now that many people follow 

me, I get paid to advertise 

products for other companies on 

my platforms as a social media 

influencer.
Customers reach 

me easily on social media 

and messaging platforms 

to collect and deliver 

things for them or to take 

them somewhere

business tool

social media can be very useful to us as 
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Send us you ID number, Bank 

details, Password information 

and deposit KES 500 to 

process your Pay

Stop Think & Check before 

sending money asked for 

via email, voice call, SMS 

or instant messaging or 

on any social media 

platforms.

STICK !

This Email says that I 

have been selected As 

part of a new Survey. 

All participants will 

be awarded KES 

500,000

cybercriminals

can trick you to get information 

via email and its called Phishing, 

via SMS and it is called Smishing 

or via a voice call and its called 

Vishing so always STICK before 

you act.
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Verify information from 

reputable sources

STICK !

That’s, fake news and 

hate speech anita

Dad, there’s a social media message saying 

that people of our ethnicity should leave this 

town if we don’t support the region’s popular 

political party. I’m sacred !

Such messages cause loss of 

lives and are criminal offences
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STICK !

Weirdo

ugly

i hate you

get a life

Die already

cyberbullying is a criminal 

offence & causes great harm 

to its victims and can even 

lead to suicide so it 

should be stopped. 

STOP THINK CHECK, before you 

send harmful content about 

and adult or child. If its not 

kind do not send it!
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There are a lot 

of fake 

opportunities 

on social media

STICK !

Ooh !

Stop Think 

and Check !?

Jaymo, Cybercriminals attract you to 

sites with catchy headlines and once you click 

on them, they without you knowing upload 

malware to your device that enables them to 

steal your personal information or money 

from you. It’s called click baiting so always 

STICK!

Checki Pius, kuna 5000 

hapa ya free when you 

click this link
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You should verify with a trusted 

source before acting on a call 

from an unrecognized number,

Remember 

 Stop Think Check to stay safe online.

STICK !

Let me call the 

school first !!

Hello, Ni 

Nani ?

Mama bahati, I am a 

doctor. Your daughter 

was invovled in an 

accident while they were 

going on a school trip. 

she’s hurt badly, the 

hospital needs KSH 

5000 to perfom surgery. 

Send it to this number.
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A parent or a mature 

friend should be aware 

who a child is interacting 

with online even if their 

online friend tells them 

otherwise

Children please let an 

adult know who you are 

talking to online so that 

they can keep you safe 

from cybercriminals who 

want to harm you but 

pretend to be your friend.

A Secret

Yes, Just you and I

I will send fare so that 

we can meet, it will be our 

little secret
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CATFISHED; This is when someone creates a fake identity to deceive you and steal 

from you or cause you harm. Also, only meet them in person in a public place 

after a video call verifying the social media  image

No, he’s always 

travelling or in 

bad network

You’re 

probably being 

catfished !!

My boyfriend wants 

me to send him 

money so that he 

can come here...

Anita, Have you 

ever seen him or 

heard his voice ?
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Here are the best ways to keep a child safe online

Dont Meet Up

with strangers

&

Dont Accept Files

from strangers

Check to make sure 

information is Reliable

SMART

Stay Safe

Dont give out 

your personal 

infomation to 

people/ places 

you dont know

The Communications 

Authority of Kenya has a 

game called Cyber Soljas 

that teaches children how 

to stay safe online.

 Tell an adult if the 

situation is 

uncomfortable
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Stop Think Check if 

what they are 

saying is true.

If a stranger 

tries to get me to 

send them money, 

I need to first
Cyberbullying of both 

adults & children is a 

crime and can lead to 

the victim’s suicide.

Socia media is very useful 

to help me sell my 

products to many people 

cheaply & easily.

Do not forward hateful 

messages that can incite 

others or harm others

STICK !

Here are the key messages we’ve learnt today

Even if i see a 

catchy headline online I 

will STICK = Stop Think Check if its 

on a legitimate site before I click 

it and upload malware on my 

device

If A Child meets a 

stranger online who tells 

them to do weird things 

or meet them without 

telling an adult They must 

report this immediately to 

a responsible adult e.g. 

Their parents, guardian or 

teachers as the stranger 

is conning Them to harm 

Them
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A stranger wants to 

meet me without me 

telling my family and 

friends

Cyber hygiene best practices for Social Media & Messaging 

can be summarized as STICK i.e. Stop Think Check.

2022

Am I giving my personal or 

financial information to a 

trusted person

STICK !

STICK !
Is that information I 

just received true and 

worthy of sharing with 

others

STICK !

Is it a safe app, email 

or web page to 

download or open

STICK !

Stop Think Check whenever 

you go online or do things 

online to keep yourself 

and your information safe.

STICK !
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