
We are a small family living in Nairobi. My family, as 
you’ll see, could do with some lessons on how to stay 
safe online...

my mother is a
health worker...

my father is a 
tea farmer...

my babu is a 
retiree...

my brother is a 
uni student...

and auntie is a 
carer for babu.

Siku hizi, it’s very important for us to 
stay safe online. Cyber hygiene ni habits 
unafaa ku-practice ukiwa online to make 

sure that your important data, personal info, 
device and network are protected na niko 
hapa to tell you all about it. Let’s get 

into it!into it!

Sasa! My name is Lela 
and I’m a designer and a 
cyber-hygiene enthusiast. 
Niko na a lot of great tips 
and advice that I want to 
share with you and my fam 
about staying safe online about staying safe online 
lakini kwanza, let me 
introduce you to my 

family...
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Please enter 
password

phone locked!

I love having my phone with me 
because it helps me stay in 

touch with my friends and family 
and also shows me the cool 
spots to hang out so I don’t 
miss out on the best events.

Even though I love my phone 
so much, I have to be careful 
where I put it and make sure 
that my content is safe by 
locking it when I’m not using 
it. That way, naweza ku-avoid 
something like this happening...something like this happening...

Always use a secret password or PIN 
for your phone. That will stop people 
from accessing any private info you 

may have saved there.

Even better, you can set your 
phone to automatically lock after 
a few seconds of inactivity so 

that ukisahau ku-lock it, you won’t 
have to worry too much as it will 

lock itself.

I’ll be 
right back...

no worries.

no worries 
at all.

Swipe up to unlock
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Ah, the young man who is helping me 
access government services online 
has just texted me, asking for my 
login details. Let me just text them 

to him sasa hivi…

Aside from being a tea farmer, my 
dad is also someone who is kind and 

willing to help. Ako na roho safi kabisa 
lakini this doesn’t always work in his 

favour.

Dad, where did you meet this young man?

Kando ya barabara...

Haiya, Dad, you should never ask any random  
roadside broker to help you. You would 
only make it easier for you to get conned.

Really?

Yeah. eGovernment 
services should ONLY be 

accessed through 
https://www.ecitizen.go.ke/

Ah, okay. So what should I do if I need help with the portal?

Exactly. Well first, don’t use informal brokers. Some of 
them are con artists. Instead, go to a Huduma Centre to 
get help. You can find your nearest Huduma Centre via this 

link: https://www.hudumakenya.go.ke/centres

Ah, okay. Sawa sawa. Asante Lela.
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Social media has become a big part of our lives which is both 
a good thing and bad. My brother is a huge fan of social media 

but cyberbullies have not spared him…

I don’t get why watu wako so mean online. 
Wananitusi and yet, they don’t even know me na 

hawajui how it hurts my feelings…

Now, I won’t hold back…
Bro, before you do anything, have 
you ever heard of cyberbullying? 

not really...

Sawa. Wacha nikuelezee… 

Cyberbullying is the use 
of a digital device to send 
mean messages and/or 
images to someone else 

through social media, making 
the victim feel embarrassed 

or humiliated.or humiliated.

Oh…that’s how I feel 
sometimes nikisoma hizo 

messages…

I get it Bro. People can 
be really cruel out 

here.

So, ukiwa online, please 
remember to not respond to an 
angry message until you have 
cooled down and are able to 
respond calmly and politely. 

Wait at least three hours. Also, 
use the tools on the social media use the tools on the social media 
platform to report, block and 
unfollow any cyber bullies.

Good point. Thanks a lot Lela..

Anytime Bro.
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As a health worker, my mum 
handles sensitive info about the patients 

that she handles daily so she must 
make sure that that private data does 

not end up in the wrong hands.

Aii, my connection has slowed down. I 
might as well go to that restaurant 
nearby and use their WiFi to access 
my email and upload the last few 

patient files…

Mum, do you normally use 
restaurant WiFi to do your 

work? 

Sometimes. Especially when 
our internet at home is a 

mess.

Mum, when you are handling 
sensitive info online, using 
an open and unsecure shared 
network in public spaces like 
restaurants isn’t the best 

idea.

Oh? Kwa nini?

Because, it is easier for the info to be hacked. That means that 
a cyber criminal  could access your login details, and hack into 
your office system and mess with the information there.

Oh no! That doesn’t sound good…

it isn’t. But you can stop this from happening 
by using a safe network connection for your 

work such as the home WiFi, even if it is a little 
slow. You can also install a VPN on your device 
to add extra protection when using a network 

you aren’t too sure about.

Nimeelewa. Thanks Lela..

Karibu Mama.
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Mobile money has made it easy for us to 
send money, receive it, buy goods, pay 
bills and so much more. Because of 
this, it is not surprising to see more 
and more cyber criminals finding ways to 

defraud and steal from people.. 

i have just received a message saying that 
I have won KES 100,000! That would pay for 

Babu’s meds for the next 6 months!

Oh, congrats Auntie. Which competition 
is this?

Imagine I never entered any 
competition. I must be lucky I 

guess. And all they need is for me 
to send a KES 10,000 processing fee, 

then they send me the cash.…

Auntie, I don’t mean to kill 
your vibe but that sounds 

like a scam. 

Really?

There are a lot of scammers out 
there who send people messages 

to lure and trick them into sending 
the scammers money. To avoid being 
a victim, remember to STICK (Stop-

Think-Check) before you act.

Stop…Think…and Check…STICK. Sawa sawa. 
Hii nitakumbuka. 

So that’s it from me. I hope the tips 
I have shared will help you and your 
loved ones stay safer online. Don’t 
forget to share this info with your 
family and friends! Happy and safe 

web surfing!
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