KicTAne

A SAFER WESB
FOR WOMEN

S







THREE SISTERS LULU, PENDO &§ AMANI ARE GOING TO VISIT NYANYA... WELCOME! WELCOME!

KARIBLINI! KARIBLINI/
NIMEFURAHI
KUWAONA. HAPPY
TO SEE YOU.

EH HEH... MY &GIRLS,
HOW HAVE YOU B8EEN?

I'M FINE, T'M FINE NYANYA,
I'M JUST TRYING MY
LUCK WITH POLITICS

VERY &O0OD! WHICH
POSITION ARE YOU
RLINNING FOR?

GOVERNOR!

\VYV? 1V
- WOW, THAT’S NICE!
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BUT YOU KNOW IT'S NOT EASY 8EING IN
THE PUBLIC, PEOPLE SAY MEAN AND
USELESS THINGS KAMA “HANA HUSBAND,
THAT'S WHY SHE'S MKALI. HANA WATOTO,
THAT'S WHY SHE HAS NOTHING BETTER
TO DO THAN TELL MEN WHAT TO DO/ T
MEAN, NO ONE EVER SAYS THESE KINDS
OF THINGS ABOUT MEN?!

I NEVER KNOW WHAT
/ __, TO WEAR. IF I LOOK
600D, THEY SAY
“RANKINGS OF THE
BABES OF GAVA', IF T
DON’T LOOK 600D,
THEY MAKE FUN OF
MEP! MY TEAM IS
EVEN ADVISING ME
THAT T HAVE TO SELL
MY FEMININITY WHICH
IS WHY THEY CALL ME
HMAMA MAHLISTLER
HWAKILIBAGE
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#mama mahustler scolds the opposition like they
were the children she never had




ﬁOLE AMANI, YOU KNOW PEOPLE WILL
ALWAYS SAY WHAT THEY WANT TO SAY.
JUST DON’'T MIND THEM. YOU DO WHAT
YOU NEED TO DO TO MAKE THIS COUNTY
BETTER. YOU CAN DO JUST AS WELL AS
ANY MAN IF NOT 8ETTER. 8UT IT'S TRUE,
SOMETIMES WE HAVE TO PRETEND WE'RE
NOT AS cO0D AS WE ARE SO THAT WE
DON'T SCARE THE PEOPLE AROLIND US.

—  YEAH T OUST CLAP —

~ BACK THESE DAYS. <
WHY ARE YOU /1| N N
c

LAPPING? - N

NYANYA, IT MEANS, YOU TELL THEM OFF
FOR SAYING BAD THINGS.

>

CI ALSO HAVE TO 8LOCK PEOPLE OPR

REMOVE POSTS THAT ARE HATEFLIL ALL
THE TIME. IT GETS TIRING.

UNABLOCK AMA
LINATOA WATU VIPI?

NYANYA, PEOPLE WRITE THINGS ONLINE g8UT YOU
CAN CHANGE YOUR SETTINGS SO THAT YOU
HAVE TO APPROVE OF WHAT IS PUBLISHED ON
YOUR PAGE BEFORE IT'S PUBLISHED, OR CHOOSE
WHAT YOU SHARE WITH THE PUBLIC AND WHAT
@l SHARE WITH PEOPLE YOU TRUST.




WHEN I STARTED MY
ONLINE BUSINESS 1
THOUGHT IT WOULD 8E
EASIER THAN A NORMAL
SHOP BECAUSE I ODON'T
HAVE RENT TO PAY ETC 8UT
I REALISED IT CAN BE
JUST AS HARD IN
DIFFERENT WAYS. YOU
STILL SPEND A LOT OF
TIME TRYING TO ADVERTISE
YOUR 000DS. YOU
ANSWER A LOT OF
QUESTIONS AND DON'T
NECESSARILY GET ANY
8UYS. PEOPLE ABUSE YOU
FOR NOTHING, CALL YOU
#MKONDE, #SLURAMBAYA,
ASK WHY YOU’'RE WORKING
AND YET YOU HAVE A
HUSBAND...

AS IN, IT MAKES ME FEEL
LIKE NOT WORKING AND
JUST HIDING AT HOME
SOMETIMES. IT CAN 8E
DISCOURAGING!




NGAI! THIS INTERNET
DOES NOT LOOK LIKE
A NICE PLACE FOR
DOING BUSINESS.
8UT EVEN IN REAL
LIFE, PEOPLE WILL
ALWAYS MAKE
COMMENTS AND YOU
JUST HAVE TO 8E
STRONG. ... PENDO,
8UT WHY HAVE YOU
BEEN SO QUIET?

I HAD A BAD EXPERIENCE
NYANYA. MY EX PUT MY NUDES

ONLINE.

WHAT DO YOU MEAN? YOU ONLY
JUST STARTED GOING ON THE
INTERNET AND ALREADY 8AD
THINGS ARE HAPPENING TO YOU!

I TOOK PICTURES A\

OF MYSELF

WITHOUT CLOTHES |/l

AND SENT THEM &)

TO HIM BECAUSE | 4

I LOVED HIM AND

WANTED HIM TO .
LOVE ME. BUT THEN (=14
WE QUACELLED I
AND HE PUT THEM

-
‘ ALL OVER! '




BUT AT LEAST AMANI HAD

ADVISED ME THAT IF T

YOU ARE ADVISING

EVER TAKE NUDES, NOT 3] % YOUR SISTER HOW

TO INCLUDE MY FACE

SO IT'S EMBARRASSING
BECAUSE IT'S ME 8UT AT
LEAST IT'S HARD TO KNOW
THAT IT'S ME.

TO TAKE NAKED
PICTURES?!!

WOI, WOI, WOI, WASCHANA. TO B8E A WOMAN THESE
DAYS! AND ON THE INTERNET? LET ME STAY WITH
MY PHONE. BAHATI REMOVES MY MONEY FOR ME,
SENDS MY TEXT MESSAGES FOR ME. WHAT MORE
DO I NEED?

SAFE NUDES NYANYA,
NO ONE CAN KNOW
IT'S HER WITHOUT
HER FACE!




BAHATI, WHAT DO

YOU THINK OF ALL ,
THESE STORIES? YAANI, T OION'T KNOW HOW

HARD IT WAS FOR WOMEN
ONLINE AND YET T HAVE BEEN
SAYING THESE SAME ABUSES
WITH MY FRIENDS.

8UT WHY
wOuLo You
DO THAT?

I OON'T
KNOW.

IT SEEMED
COOL. 8UT
NOW I SEE
IT CAN BE
HURTFLIL.




WHAT S VIOLENCE AGAINST
WOMEN ONLINE (VAWGE) OR

GENDER-BASED CYBERCRIME?

’ A'CYBERCRIME IS A CRIMINAL ACTIVITY THAT
EITHER TARGETS OR USES A COMPUTER, A
COMPUTER NETWORK OR A NETWORKED DEVICE

D GENDER-BASED VIOLENCE IS VIOLENCE THAT
IS DIRECTED AGAINST A WOMAN BECAUSE
SHE IS A WOMAN OR THAT AFFECTS WOMEN
DISPROPORTIONATELY

’ VIOLENCE AGAINST WOMEN ONLINE/ TECHNOLOGY -
FACILITATED SEXUAL VIOLENCE OR GENDER BASED
CYBERCRIME INCLUDES PHYSICAL, SEXUAL, AND/OR
EMOTIONAL COR PSYCHOLOGICAL) HARM THAT HAS
BEEN COMMITTED ONLINE OR THROUEGH THE USE OF
ICT THAT IS DIRECTED AGAINST A WOMAN BECAUSE

SHE IS A WOMAN OR THAT AFFECTS WOMEN

DISPROPORTIONATELY.




WHAT ARE THE TYPES OF VAWG?

USING TECHNOLOGY TO GAIN ILLEGAL OR UNAUTHORIZED ACCESS
TO SYSTEMS OR RESOURCES TO ACQUIRE PERSONAL INFORMATION, ALTER
OR MODIFY INFORMATION, OR SLANDER AND DENIGRATE THE VICTIM AND/OR
VAWG ORGANIZATIONS. E.G., CHANGING SOMEONE’S PASSWORDS AND
CONTROLLING THEIR ACCOUNTS AND THEIR ACCESS

BRI RO LISING TECHNOLOGY TO ASSUME THE VICTIW'S IDENTITY IN
ORDER TO ACCESS PRIVATE INFORMATION, EMBARRASS OR SHAME THEM, CONTACT
THEM VICTIM, OR CREATE FAKE IDENTITY DOCUMENTS;

E.G., SENDING OFFENSIVE EMAILS FROM THE VICTIW'S ACCOLINT

s EWN\(e=vgiNe ei\[cT 4> {5V ANICHLISING TECHNOLOGY TO STALK AND

MONITOR THE VICTIN'S ACTIVITIES AND B8EHAVIOURS EITHER IN REAL-TIME OR
HISTORICALLY; EG. 6PS TRACKING VIA MOBILE PHONE

CYBER-HARASSMENT OR BULLYING/SPAMMING/SEXIST TROLLING: IEEI\E
TECHNOLOGY TO CONTINUOUSLY CONTACT, ANNOY, THREATEN, AND/OR
SCARE THE VICTIM; E.6., PERSISTENT MOBILE CALLS/ TEXTS; FILLING UP
VOICEMAIL WITH MESSAGES SO NO ONE ELSE CAN LEAVE A MESSAGE

EEEENA LSING TECHNOLOGY TO LURE POTENTIAL VICTIMS INTO
VIOLENT SITUATIONS; E.6., FRAUDULENT POSTINGS AND ADVERTISEMENTS
(DATING SITES; EMPLOYMENT OPPORTUNITIES); TRAFFICKERS USING CHAT
ROOMS, MESSAGE BOARDS, AND WEBSITES TO COMMUNICATE/ADVERTISE

MALICIOUS DISTRIBUTION/ REVENGE PORN/ IMAGE-BASED ABUS
WO\ EfelOl\[c]=\[SIBV\Be(ei>\[0]ci*/\2i 24l LISING TECHNOLOGY TO MANIPLILATE
AND DISTRIBUTE DEFAMATORY AND ILLEGAL MATERIALS RELATED TO THE
VICTIM AND/OR VAWE ORGANIZATIONS; E.6., THREATENING TO OR LEAKING
INTIMATE PHOTOS/VIDEO; USING TECHNOLOGY AS A PROPAGANDA TOOL TO
PROMOTE VIOLENCE AGAINST WOMEN.




WHAT CAN YOU DO TO PREVENT VAWGE?

BE MINDFLUL OF THE INFORMATION YOU SHARE ONLINE. 8E
MINIMAL AND SELECTIVE. KEEP YOUR ACCOUNTS AS SECURE
AS POSSIBLE. USE DIFFICULT PASSWORDS. DON'T SHARE
YOUR PASSWORDS WITH ANYONE. IF YOU WANT TO TAKE
NUDES, DON'T INCLUDE YOUR FACE OR ANYTHING THAT MIGHT
IDENTIFY YOU,

’ REQUIRE THE SAME KIND OF DATA MINIMISATION OF THE
PLATFORMS YOU USE; THAT THEY ONLY COLLECT AS MUCH DATA
AS THEY NEED FOR THE SPECIFIC PURPOSES THEY SAY YOUR DATA
IS NEEDED FOR THE SERVICE AND THAT THE INFORMATION THEY
HAVE ABOUT YOU IS ACCURATE, UP-TO-DATE AND GIVEN WITH YOUR
CONSENT.

’ BLOCK, REMOVE, FILTER HATEFLIL POSTS, MESSAGES AND
PEOPLE AND REPORT/ FLAG TO THE ADMINS AND TO THE
PLATFORMS THEMSELVES IF YOU FEEL VERBALLY ABUSED

REPORT CYBERCRIME TO: DIRECTORATE OF
CRIMINAL INVESTIGATIONS, P.O. BOX 30036 -
OO100 NAIROBI. MAZINGIRA HSE, KIAMBU ROAD OPP.
FORESTRY DEPARTMENT HEADQUARTERS, KARLIRA.
TEL: +254 O20 3343312 | 020 7202000.

’ REPORT CYBER-BLILLYING TO THE NATIONAL
KE-CIRT/CC WEBSITE. 6O TO THEIR WEBSITE
HERE. GO TO 'REPORT AN INCIOENT’. CLICK ON
‘REPORT.” FILL IN DETAILS ABOUT YOUR CASE,
INCLUDING NAME, ORGANIZATION, CONTACT
ADDRESS, SUBJECT (COULD BE ABUSIVE
CONTENT) AND AN AREA FOR A REMARK. CLICK
‘SUBMIT” TO SEND YOUR COMPLAINT TO THE
RELEVANT AUTHORITIES.
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